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SecurelLine Overview

End to End Email Encryption
Send Secure Emails to Anyone
Receive Secure Emails from Anyone
Automatic Gateway for Transparent Encryption

What security features does Secureline provide?

e End-to-end email content encryption - Your message content can be encrypted from the time it is
sent, to the time it is viewed by the recipient.:Secure transport - no one can eaves drop on the
message content during any stage of transport or delivery.

e Secure storage - messages are stored encrypted on disk so that they are secure in backups and
against administrative disk access.

e Send to anyone who has an email address - no matter what email service provider they have or
email software they use.

e Integrity of message content is guaranteed.

e Only the intended recipients of your messages can access them.

Digital signatures - Verify that messages were actually sent by the claimed sender and that messages have
not been tampered with or altered.

Tracking and Auditing - SecureLine Escrow allows you to track the receipt and viewing of messages by your
recipients.

Retraction - SecurelLine Escrow allows you to retract a message, effectively stopping a recipient from gaining
any further access to the message content.

Content-Driven Automatic Encryption - SecureLine allows you to set up rules to automatically encrypt only
certain messages based on keywords, phrases, and regular expressions that appear within the text.

What makes Secureline easy to use?
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,Thunderbird or Entourage.. No special software is required.

Transparency - Options for auto-encryption and auto-decryption make the security process transparent to

end users.

Control ¢ Use it straight out of the box, or configure dozens of options to tailor Secureline to your personal
needs.

What makes SecurelLine different?

SecureSend and SecurelLine Escrow provide user friendly alternatives for secure communication with
anyone, without the confusion of public key encryption.
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How does SecurelLine work?

LuxSci® The SecurelLine user or an administrator uploads
contacts, for insecure recipients including a
m confidential authorization question and answer
known only to the recipient, the sender, and
other authorized individuals. New secure
contacts can also be added while composing
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The user sends a message, either from a
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modern WebMail client. The transparent
encryption gateway will automatically encrypt

the message and decide upon the best way to
send the message, whether by Public Key
Encryption or the Escrow Portal
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If a public key is available, SecureLine will
_ transparently encrypt the message and send it
LuxSci to the recipient.

}.\ Additionally, if anyone sends the Secureline user
L an encrypted message, Secureline can
Non-SecureLine transparently decrypt the message before
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SecureLine will use the Escrow Portal. This
works by 1 sending an unencrypted email to the
recipient with a link to the escrow portal and a
password for the message. The user will follow
the link 2 to the Escrow Portal which will
‘ prompt them for their password and for the
answer to their Security Question. This allows
Non-Secure them to view the message and reply to the user.
SecureLine 2‘/ — Person  fheend user will 3 receive all messages as
Escrow Portal normal emails and can respond to them as
simple repliest Secureline will transparently
take care of the encryption.

Anyone with an email addresscango (i 2 [ dzf
SecureSend portal and initiate a secure
conversation with a SecurelLine user. This final

P a service closes the loop and allows free flow of

secure information to and from your clients,
Non-Secure friends and contacts without any special security
e Person software or knowledge.
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